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Abstract — In this report, we consider the maps with stored
information as sources of spreading pseudo-random se-
quences for communications systems. We show that applica-
tion of such sources allows us to (i) have very rich set of
code sequences; (ii) realize self-synchronization of the
transmitter and receiver; (iii) guarantee security of the
communications.

. INTRODUCTION

Application of generators of chaos as sources of noise-
like signals for spread-spectrum communications sys-
tems, in particular, to Code Division Multiple Access
(CDMA) communications systems, seems promising due
to simplicity of their implementation and opportunity of
having self-synchronized receivers based on the principle
of the chaotic synchronous response [1]. According to
this principle, we can form a "master—slave” pair, where
the master is a chaotic system, and the slave is a system
playing the role of a nonlinear matched filter. The effect
of the first system on the second one is the chaotic syn-
chronous response. Thus, the master and the slave sys-
tems can be synchronized without external synchroniza-
tion signal. Recognition of this fact has caused the great
interest to the application of the properties of chaos to
spread-spectrum communications systems [2]—[10].

However, in order to use chaos and complex dynamics
in practice, a number of problems have to be solved. In
particular, the coherent receivers, proposed by now are
sensitive to external noise and interference.

In this report, we propose to employ specia chaotic
systems — 1-D and N-D maps with stored information
[11]-[17] — as sources of pseudo-random code sequences
for spread-spectrum communi cations systems.

From the viewpoint of nonlinear dynamics, the sys
tems with stored information are a special case of chactic
systems. They demonstrate transient chaos when starting
from arbitrary initial conditions in the case of storing
information as stable cycles. In the case of storing infor-
mation as unstable cycles, stationary dynamic chaos is
realized in such systems. The dynamic systems with
stored information have a number of properties inherent
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of chaotic systems of general kind. In particular, they can
be synchronized and can play the role of nonlinear
matched filters for signals of a special kind (for example,
for the code sequences stored in these maps). On the
other hand, their periodic trajectories go through a finite
number of points, and in this sense, they are close to sys
tems with pseudo-random sequences.

It seems to us that the set of above properties can be
useful in CDMA communications systems.

[I.MAPWITH STORED INFORMATION AS A
SOURCE OF SPREADING CODE

The procedure for storing and retrieval of information as
limit cycles of one-dimensiona (and multidimensional)
dynamic systems was proposed in [11] and further devel-
oped in [12]—[17].

Let a sequence of symbols be given (information
block)

{a} ° aa; ... an, )

whose elements a belong to an a phabet with N symboals.

For this sequence, we design a specia piecewise-
linear 1-D map of a unit interval into itself. This map
possesses a stable limit cycle of the period n whose points
are unambiguously related to the elements of sequence
(2). In the simplest case, each element of the alphabet is
related to its own value and its own subinterval (of the
length 1/N) of the mapping variable. The linear map
segments containing the points of the given cycle are
called information regions of the map.

To retrieve the information block, we set the initia
condition within one of the subintervals corresponding to
the symbols of the information block, iterate the map, and
transform the sequence of numbers occurring by iteration
into the sequence of symbals.

If theinitial condition is arbitrary, then the occurrence
of the phase trajectory on the stable limit cycle can be
preceded by a chagtic transient process.

Similarly, we can design a map with a few stable
limit cycles whose points are unambiguously related to



the elements of the stored sequences {a/}, where j is the
seguence index.

However, the capabilities of this method prove to be
limited. For example, we cannot store seguences con-
taining equal symbols. In order to overcome this limita-
tion, we introduce the notion of the level of storage q and
design the maps whose points correspond not to one sym-
bol of sequence (1), but to g consecutive symbols. This
generalization of the map design procedure allows us to
store any symbol sequences having no equal substrings
with the length equal to g. If there are such equa sub-
strings, the storage at thislevel isimpossible.

The information is retrieved now by means of setting
the initial condition within one of the subintervals of the
unit interval | = [0, 1] corresponding to a substring of q
symbols of an information block, iteration of the map,
and subsequent transformation of the sequence of num-
bers into the sequence of symbals.

A natural way of overcoming the limitation of the
storing procedure is a use of higher storage levels. How-
ever, here we meet principle restrictions. Beginning from
a certain storage level, the length of the information re-
gions becomes very small, and by computer simulation of
the maps, we have to use double-precision arithmetic
instead of single-precision calculations with all conse-
guences (slower calculations, tougher memory require-
ments, etc.).

However, the problem of storing any number of arbi-
trary sequencesis radically solved by means of the special
encoding [13], [14].

As follows from the properties of the map with stored
information, the map can be used as a source of encoding
sequence for communications systems. We have to choose
the code base n and a pseudorandom sequence (se-
guences) with this code base, and then to design the cor-
responding map. The storing of an information sequence
on the map is preceded by the specia encoding of the
sequence, hence, the communications system must have
two additional elements, the encoder and decoder.

The encoder of the map (EM) transcodes the informa-
tion sequence from the initial aphabet into the alphabet
used in this map. The decoder of the map (DM) performs
the inverse operation: it transforms the sequences of the
mapping variable values into the symbols of the initial
al phabet.

Note again, that in contrast to the systems generating
binary PN-sequences, any symbol sequences can be stored
on the map, and the initial alphabet can have any finite
number of elements. The maps have practically no re-
strictions on the kind of the sequences and on the volume.
Any information that can be represented as a string of
symbols belonging to a given alphabet can be stored on
the map, and then used as an encoding spreading se-
guence (the carrier). It can be pseudorandom sequences
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with arbitrary number of possible states L, literature texts
(then the length of the initia alphabet is equal to the
number of the elements of the given language a phabet),
pictures (bitmaps) composed of pixels with different col-
ors (then the length of the initial aphabet is equal to the
number of different colorsin the picture), etc.

The possibility of storing severa information strings
in a single map allows organization of individual chan-
nels of private communications by means of storing the
same string only for those users who want to have access
to a given communications channel. Then, the informa-
tion that is transmitted through this private channel can-
not be retrieved by other users.

[11. AN EXAMPLE OF A COMMUNICATIONS
SYSTEM

We shall consider a communications system composed of
a source of information, a transmitter, a communications
channel, a receiver, and a user of the information. The
information in the source is represented by a binary se-
guence {by}.

The transmitter involves a map M; with spreading
code sequences stored in it. One or several code se-
guences can be stored on the map. In the case of storing

Wt)
SCC m('t)
a’t)
M, T,
2, Ch
DM,

Figure 1. The transmitter.

several sequences, the user receives an opportunity of the
spreading code choice (SCC) for the communication with
another user. In particular, each pair of users can have
their own spreading code. N sequences {a},j =1, ..., N,
are stored in the map in a generalized aphabet. To
tranglate them to the binary form, a decoder of a sequence
{&} from the generalized alphabet of the map into binary
sequence { ¢} isintroduced in the transmitter.

Note, that the indices i and k of sequences {a} and
{cg do not coincide, in general, k3i. Let the signals b(t)
and c(t) represent the nonzero sequences {b} and {c} as
signal's assuming the values 1.

The product of an information-carrying signal b(t)
and signal c(t) gives a signal, whose spectrum is equal to
the convolution of the spectra of the two signals. This and



a number of subsequent operations with a signal are com-
pletely similar to those used in the classical systems of the
binary information transmission with noise-like signals
(PN-sequences). Therefore, the properties of the signal at
all stages of transformation are well-known. Namely, if
the message signal b(t) has a narrow spectrum, and the
noise-like signal c(t) the broad spectrum, then the signal
product, the modulated signal m(t), will have the spec-
trum close to the spectrum of the broadband signal c(t).
The signal at the receiver input r(t), passed through
the communications channel, consists of the transmitted
signal m(t) and asignal h(t) of additive noise. Hence,

R(t) = m(t) + h(t) = c(t)b(t) + h(b). 2

In order to extract the initial signal of the message b(t),
the received signal r(t) is fed to the demodulator, which
consists of a multiplier, an integrator, and a decision-
making unit (Fig. 2). The encoding sequence is generated
in the map M,, decoded into the binary form in DM,,
represented as a two-level binary signal, and fed to the
multiplier along with the signal r(t). The signal c§t) isan
exact copy of signal c(t) used in the transmitter.

=0
l U>0 ;f
M, DMD > 0
v
v('t)
T
DM, Jat
c'(t)
r(t) 2(t)

Figure 2: The receiver.

The receiver is supposed to work at ideal synchroni-
zation with the transmitter. In this case, the signal at the
multiplier output in the receiver is given by expression

Z(t) = c€t)*(t) = c(t)c€t)b(t) + cEih(t). 3)

Equation (3) shows that the information signal b(t) is
multiplied twice by c(t), while the undesirable signal h(t)
ismultiplied by it only once.

The signal c(t) assumes the values +1, and the differ-
ence vanishes, when is powered to square, hence,

Z(t) = b(t) + cE)h(t). (4)

As is seen from equation (4), the information signal
b(t) and additional term c&t)>*h(t) are reproduced at the
multiplier output. Multiplication of the noise h(t) by c&t)
means that the spreading code will act at the noise just as
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the initial signal in the transmitter. The component of the
information signal b(t) is narrowband, while the addi-
tional component c&t)*h(t) is broadband. Hence, when the
signal from the multiplier output is passed through a low-
pass frequency filter, the most part of the fal se component
c&t)>h(t) will be filtered out. Thus, the effect of the inter-
ference h(t) will be essentially decreased.

In the receiver, the integrator plays the role of the
low-pass filter. The integration is carried out over atime
interval, corresponding to the length of one bit of the in-
formation signal 0 <t < T, and gives the value V. The
decision is made with value V: if V is greater than the
threshold zero value, we conclude that the binary one
have been received in theinterval 0 <t < T, and if V <0,
the signal have been zero.

V. SELF-SYNCHRONIZATION OF THE
TRANSMITTER AND RECEIVER

In classical spread-spectrum systems, the synchronization
of the transmitter and receiver is achieved, as arule, with
specia circuits. The process of synchronization has two
phases:. establishment (entry) and maintenance.

In communi cations systems using chaotic oscillations,
the questions of synchronization of the transmitter and
receiver can be solved on the basis of the effect of self-
synchronization of two systems with chaotic dynamics,
or, in an important special case, on the basis of the effect
of chaotic synchronous response.

Below we study the synchronization in the communi-
cations systems based on maps with stored information,
and show that we can provide the synchronization be-
tween the transmitter and receiver without any special
externa circuits at any code sequence pre-stored in the
maps, and with amost instant establishment of the syn-
chronization.

In order to investigate the process of establishment of
the synchronization, consider a communications system
composed of a transmitter and a receiver, both containing
identical 1-D maps with a random sequence stored in it.
This 10,000-symbol random sequence assuming the val-
ues = 1 plays the role a PN-sequence of classical spread-
spectrum communications systems. In the transmitter,
this sequence is modulated by a binary message symbol
and is sent through the communications channel to the
receiver. In the channel, the transmitted signal can be
distorted by noise.

Note, that the proposed synchronization scheme has
nothing in common with correlation-based synchroniza-
tion schemes. Synchronization here is established with
the help of the property of associative memory, inherent
of these maps [11]-[17]. That is, the received sequence is
fed to the map for recognition, and if it contains a suffi-
ciently big undistorted fragment of the stored sequence,



then without looking through and comparing with all the
sequences stored in the map, an initial condition for the
map is formed. Starting from this initial condition, we
obtain the same sequence that was generated by the
transmitter map, i.e., synchronization is established.

The synchronization scheme is shown in Fig. 3.

EM2 -o0—o— M2 DM2
c'(t)
(L) DMD «'t)
n(t)
o
a)
EM, | M, DM,
c'(t)
r(£) MDD 2#E)
r(t)
b)

Figure 3: Synchronization scheme.

Let us consider an application of the maps with the
code sequences stored as stable cycles. In this case, the
synchronization of the transmitter and receiver can be
organized as follows (Fig. 3).

Let the code sequences be stored in the maps of the
transmitter and receiver at level g. At the beginning, a
nonmodulated binary signal of the transmitter is fed to
the channel. At this time, the receiver is in the state of
waiting for synchronization (Fig. 3a). The binary signa
coming to the receiver input is transformed by the en-
coder of the map EM, into a piece of a sequence repre-
sented by the symbols of the map alphabet. The initial
condition for the map is formed then from this fragment.
For this purpose, we take the first q elements of this piece
and check if they make an initia condition corresponding
to an information region of the map. When storing code
sequences on the map, the slopes of all information re-
gions are set equal. Other (noninformation) segments of
the map have different slopes, so the test for the informa-
tion segment is reduced to the test of the slope value of
the linear segment of the map function corresponding to
theinitial condition.

If the initial condition corresponds to the information
region, we iterate the map once, and compare the ob-
tained value of the mapping variable to the value corre-
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sponding to the q elements of the sequence piece begin-
ning from the second element (&,...84+1). If the test is suc-
cessful, we make a few other tests (usually no more than
two-three), then the decision-making (DM D) decides that
the synchronization is established.

If the first or one of the subsequent tests give negative
answer, i.e., if the point corresponding to a g-element
substring of the sequence piece do not coincide with a
point of the iterated map, then the DMU makes decision
on the absence of the synchronization. Then we shift by
one element along the sequence piece and repeat the
above operations. In the absence of noise, the synchroni-
zation is inevitably established in afew steps of the above
operations, asis proved in [17].

These investigations indicate that the discussed pro-
cedure of the search for the initial conditions for the syn-
chronization reliably operates even in the presence of
external noise. However, in this case, the mean time of
the establishment of synchronization increases.

The synchronization establishment time was esti-
mated as the length of the received sequence, necessary to
find the initial condition for the map. In the case of no
external noise in the channel, the synchronization occurs
very quickly, i.e, in less than ~ 30 symboals (the symbols
are assumed to come one per time step). Indeed, the pres-
ence of a noise (Gaussian zero-mean noise) changes the
situation, but, the system srill demonstrates good toler-
ance to externa noises. The mean time of the synchroni-
zation establishment as a function of the noise level s is
shown in Fig. 4.

10°+

107+

10

synchronization time

10°

0.4 0.6 0.8
noise level O

0 0.2

Figure 4: Synchronization establishment time versus the
noiselevel s.

As is seen from Fig. 4, up to s » 0.3, the system is
practically insensitive to the noise in the channel. Then
the sync time grows exponentially, and at values close to
s » 0.85 and higher, synchronization becomes practically
impossible.

At lower noise levels, synchronization occurs quickly,
mostly after reception of a few symbols, as is seen from



Fig. 5, where the probability density distribution of the
synchronization times is presented for s = 0.3.

p
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Figure5: Distribution of the synchronization establish-
ment time.

These results can be explained by the fact that at low
noise levels the received sequence is corrupted but
dlightly, i.e., the corrupted symbols are seldom in it. This
is illustrated in Fig. 6, where the average portion of the
corrupted symbols in the received sequences is presented
as a function of the noise level s. At s » 0.85, the aver-
age length of undistorted code segquence fragments be-
comes less than some critical length necessary for the
operation of the associative memory, and synchronization
becomes improbable.

0.16

0.12¢

0.08}

0.04 1

fraction of corrupted symbols

04 06 08 1

noise level O

0 02

Figure 6: Number of the symbols corrupted in the chan-
nel as afunction of the noise level s.

Let us consider now the problem of synchronization of
the transmitter and receiver in the case when the code
sequences are stored in the maps of the receiver as unsta-
ble cycles. Such a map generates chaos. Hence, here we
can apply the principle of synchronization of chaotic sys-
tems. any own tragjectory of the chaotic attractor of a map
can be synchronized by means of externa stimulation of
this map by a signal representing this very trajectory. In
the case of the map with stored information, the most
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interesting is synchronization of special trajectories, i.e.,
the unstable cycles corresponding to the code sequences.

The dynamics of the autonomous map is described by
the following equation

X1 = F(X).

(5)

When this map affects another map, the signal of this
map X, is mixed with some weight with the signal of the
other map y«. The weight a (coupling coefficient) deter-
mines the degree of the externa effect

Yirr = F@xc+ (1 —a)yw)- (6)

There is the minimum value of the coupling coeffi-
cient necessary for the synchronization of the stored code
signal by this external stimulation. This minimum
(threshold) value is uniquely determined by the relation
[18]-[20]

1-al < exp(-l), ™
where
| = inged [Fdx ) g

is the Lyapunov exponent of the corresponding unstable
cycle. If dis the slope of information regions of the map
function, then the condition for synchronization (6) can
be rewritten as

IL—a|< V| ©)

Note, that for a stable cycle the threshold is zero, i.e.,
synchronization is possible for no matter how small cou-
pling coefficient value. But for the unstable cycle, the
coupling coefficient threshold value is positive and in-
creases with increasing cycle instability. Thus, by exter-
nal stimulation of the map with the information stored as
unstable cycles we can synchronize this cycle by the ex-
ternal signal composed of this cycle points.

Consider one of the concrete schemes of synchroniza-
tion of the transmitter and receiver using the principle of
chaotic synchronous response (Fig. 7).

The signal in the channel consists of the fragments of
the code sequence, multiplied either by +1 or by —1. It
comes to the receiver input, where it is split in two. One
copy of the signal is multiplied by —1, and then encoded
using the generalized alphabet of the receiver map M,
and the second copy is encoded using the generalized
alphabet of the same map without multiplication (as if it
were multiplied by +1). Then, both signals are fed to the
input of the maps M,.

Let at this time interval the signal of the code se-
guence multiplied by +1 be coming from the channel.
Then the symbol sequence at the output of the first map



will be same as that at its input. After decoding of this
seguence into binary form and multiplying it with the
incoming binary sequence, we obtain a sequence of ones.
Averaging of this sequence over the length of the code
message by the integrator, even in the case of distortions
in the initial binary sequence alows us to recognize this
“one” in the decision-making unit. The output sequence
after the map M, of the signal passing through the second
branch of the receiver will not coincide with the input
sequence. So, by decoding it into binary sequence and
multiplying by the input binary sequence, we will have a
pseudorandom sequence of +1 and —1. Averaging of this
sequence by the integrator gives the signal close to zero.
Now the decision-making unit has to distinguish the sig-
nal close to one from the signal close to zero.

Figure 7: Self-synchronized receiver.

If at this time interval, a signa of the code sequence
multiplied by —1 is coming from the channel, the similar
consideration shows that at the integrator output of the
first branch there will be a signal close to zero, while at
the output of the second branch the signal will be close to
-1

Thus, at the output of the decision-making unit, a bi-
nary sequence corresponding to the transmitted informa-
tion signal will be retrieved.

Both synchronization schemes do not require pre-
cisely synchronized clocks in the transmitter and receiver.
The synchronization is established regardiess of which
fragment of the code sequence (cycle) is used. It is pro-
vided for any cycle used as a code sequence which allows
organization of individual private communications chan-
nels.

The time of the synchronization establishment in the
absence of interference is no longer than the duration of a
few binary ones of the code sequence, and in the presence
of not very large noise, the length of a single binary mes-

sage.
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